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4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) EI Claim(s) 1.4-6.9. 12-14 and 17-20 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10) D The drawing(s) filed on is/are: a)D accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

11) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)DAII b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. . 

3. Q Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attachment(s) 

1) ^ Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-413) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) □ Information Disclosure Statement(s) (PTO/SB/08) 5 ) □ Notice of Informal Patent Application 

Paper No(s)/Mail Date . 6) □ Other: . 

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 201 1041 1 



Application/Control Number: 10/549,423 
Art Unit: 2436 



Page 2 



DETAILED ACTION 



1. 



Claims 1, 4-6, 9, 12-14 and 17-20 are presented for examination. 



2. 



Claims 1 , 9 and 1 7-20 are amended. 



Continued Examination Under 37 CFR 1. 1 14 



3. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 21 
January 201 1 has been entered. 



4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 



Claim Rejections - 35 USC § 103 
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4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

6. Claims 1, 5, 9, 13, and 17-19 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over U.S. Patent Application Publication No. 2002/0007346 to Qiu et 

al. in view of US. Patent No. 7,225,164 to Candelore et al. and in view of U.S. 

Patent Application Publication No. 2006/0020784 to Jonkeretal. 

As to claim 1, Qiu discloses a revocation information transmission method used 
in a system including a plurality of transceiver devices for transmitting and receiving 
contents through a network (Qiu: 110, 120, 130, 140 - Fig 1 ; Page 2, Sec 29-31 ; Hubs 
1-4 receive information from other hubs and transmits data to own users; hubs include 
CA and CRLs), and a plurality of reproduction devices for reproducing the received 
contents {Qiu: 1 1 2-1 1 4, 1 23-1 25, 1 34-1 36, 1 45-1 47 - Fig 1 ; Page 2, Sec 29-31 ; end 
users who receive data), the method comprising the steps of: 

executing, by the transceiver devices , authentication of the plurality of 
reproduction devices, respectively, where each of the transceiver devices reads 
authentication information of a respective one of the reproduction devices {Qui: Page 4- 
5, Sec 54-55; individual CA's authenticate individual end users); 

individually uploading, from each of the transceiver devices through the 
network to a revocation integrator device , revocation information indicating an 
authentication failure of a respective one of the individual reproduction devices (Qui: 
Page 1-2, Sec 9 and Page 4, Sec 52; master CRL maintained by the trust bridge) ; 

integrating, by the revocation integrator device , the revocation information 
uploaded from each of the transceiver devices, as an integrated revocation list 
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representing a common list of revocation information for each of the reproduction 
devices {Qui: Page 1 -2, Sec 9 and Page 4, Sec 52; master CRL maintained by the trust 
bridge). 

Qui does not expressly disclose packetizing the integrated revocation list and 
multiplexing the packetized revocation list into a stream; and 

transmitting the stream to the transceiver devices on the network; 

wherein each transceiver device utilizes, in the common list, other revocation 
information from other transceiver devices that previously uploaded revocation 
information to the revocation integrator device to: 

a) deny unauthorized reproduction devices from reproducing the content when 
the unauthorized devices are included in the common list, and 

b) allow authorized reproduction devices to reproduce the content when the 
authorized reproduction devices are not included in the common list . 

Candelore discloses packetizing the integrated revocation list and multiplexing 
the packetized revocation list into a stream {Candelore: Col 6 , Line 42- Col 7, LinelO; 
CRL transported in an MPEG PSI data structure); and 

transmitting the stream to the transceiver devices on the network {Candelore: Col 
6 , Line 42- Col 7, LinelO; CRL transported in an MPEG PSI data structure). 

Jonker discloses wherein each transceiver device utilizes, in the common list, 
other revocation information from other transceiver devices that previously uploaded 
revocation information to the revocation integrator device (Jonker. Page 4, Sec 67-71] 
to: 
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a) deny unauthorized reproduction devices from reproducing the content when 
the unauthorized devices are included in the common list (Jonker. Page 4, Sec 67-71 ;} 
. and 

b) allow authorized reproduction devices to reproduce the content when the 
authorized reproduction devices are not included in the common list (Jonker. Page 4, 
Sec 67-71). 

Qui, Candelore and Jonker are analogous art because they are from the 
common area of device revocation. 

At the time of invention, it would have been obvious to a person of ordinary skill 
in the art to transport revocation information on an MPEG transport stream. The 
rationale would have been to allow the system to work with an MPEG decoder 
(Candelore: Col 3, Lines 21 -33). Furthermore, at the time of the invention, it would 
have been obvious to use a common list of revocation information to allow and deny 
devices on the network. The rationale would have been to have centralized content 
distribution control {Jonker. Page 1, Sec 16). 

As to claim 5, the modified Qui/Candelore/Jonker reference further discloses 
wherein the stream is an MPEG transport stream, and the integrated revocation list is 
transmitted by using a payload of a transport packet of the MPEG transport stream 
(Candelore: Col 6 , Line 42- Col 7, LinelO; CRL transported in an MPEG PSI data 
structure). 

As to claim 9, the modified Qui/Candelore/Jonker reference further discloses a 
revocation information transmitting system comprising: 
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a plurality of transceiver devices for transmitting and receiving contents through a 
network (Qiu: 110, 120, 130, 140- Fig 1; Page 2, Sec 29-31; Hubs 1-4 receive 
information from other hubs and transmits data to own users; hubs include CA and 
CRLs): 

a plurality of reproduction devices for reproducing the received contents {Qiu: 
1 1 2-1 1 4, 1 23-1 25, 1 34-1 36, 1 45-147 - Fig 1 ; Page 2, Sec 29-31 ; end users who 
receive data); 

wherein the transceiver devices include : 

a first digital interface for outputting a compressed/expanded digital signal 

to the reproduction devices (Candelore: Col 6 , Line 42- Col 7, Line10; CRL 

transported in an MPEG PSI data structure),; 

a second digital interface for receiving authentication information from the 

reproduction devices (Candelore: Col 6 , Line 42- Col 7, Line10; CRL transported 

in an MPEG PSI data structure): 

a revocation integrator device on the network for receiving revocation information 
uploaded from the plurality of transceiver devices indicating an authentication failure of 
a respective one of the reproduction devices (Qui: Page 1 -2, Sec 9 and Page 4, Sec 52; 
master CRL maintained by the trust bridge); 

the revocation integrator device integrating the revocation information received 
from the reproduction devices , as an integrated revocation list representing a common 
list of revocation information for each of the reproduction devices [Qui: Page 1-2, Sec 9 
and Page 4, Sec 52; master CRL maintained by the trust bridge): 
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a multiplexer that multiplexes the integrated revocation list integrated by the 
integrator and multiplexes it into a stream (Candelore: Col 6 , Line 42- Col 7, LinelO; 
CRL transported in an MPEG PSI data structure); and 

a transmitter that transmits the stream (Candelore: Col 6 , Line 42- Col 7, LinelO; 
CRL transported in an MPEG PSI data structure);, 

wherein the stream is an MPEG transport stream, and the integrated revocation 
list is transmitted by using a data structure of a section of the MPEG transport stream 
(Candelore: Col 6 , Line 42- Col 7, LinelO; CRL transported in an MPEG PSI data 
structure), and 

wherein each transceiver device utilizes, in the common list, other revocation 
information from other transceiver devices that previously uploaded revocation 
information to the revocation integrator device (Jonker. Page 4, Sec 67-71 ) to: 

a) deny unauthorized reproduction devices from reproducing the content when 
the unauthorized devices are included in the common list (Jonker: Page 4, Sec 67-71^ 
and 

b) allow authorized reproduction devices to reproduce the content when the 
authorized reproduction devices are not included in the common list (Jonker: Page 4, 
Sec 67-71). 

As to claim 13, the modified Qui/Candelore/Jonker reference further discloses 
wherein the stream is an MPEG transport stream, and the integrated revocation 
information is transmitted by using a payload of a transport packet of the MPEG 
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transport stream (Candelore: Col 6 , Line 42- Col 7, LinelO; CRL transported in an 
MPEG PSI data structure). 

As to claim 17, the modified Qui/Candelore/Jonker reference discloses a 
revocation information transmission method including a plurality of transceiver devices 
for transmitting and receiving contents through a network (Qiu: 110, 120, 130, 140 - Fig 
1 ; Page 2, Sec 29-31 ; Hubs 1 -4 receive information from other hubs and transmits data 
to own users; hubs include CA and CRLs) , and a plurality of reproduction devices for 
reproducing the received contents (Qiu: 112-114, 123-125, 134-136, 145-147- Fig 1; 
Page 2, Sec 29-31 ; end users who receive data) , the method comprising the steps of: 

executing, bv the transceiver devices , authentication of the reproduction devices , 
bv reading authentication information of the reproduction devices through a first digital 
interface (Qui: Page 4-5, Sec 54-55; individual CA's authenticate individual end users); 

uploading, bv the transceiver devices, to a revocation integrator device , 
revocation information of an authentication failure of the reproduction devices ( Qui: 
Page 1-2, Sec 9 and Page 4, Sec 52; master CRL maintained by the trust bridge); and 

integrating, bv the revocation integrator device, the revocation information 
uploaded from each of the transceiver devices as an integrated revocation list 
representing a common list of revocation information for each of the reproduction 
devices (Qui: Page 1 -2, Sec 9 and Page 4, Sec 52; master CRL maintained by the trust 
bridge^ 

wherein the integrated revocation list is transmitted from the revocation integrator 
to the transceiver devices using a data structure of a section of an MPEG transport 
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stream {Candelore: Col 6 , Line 42- Col 7, LinelO; CRL transported in an MPEG PSI 
data structure), 

wherein each transceiver device utilizes, in the common list other revocation 
information from other transceiver devices that previously uploaded revocation 
information to the revocation integrator device (Jonker. Page 4, Sec 67-71) to: 

a) deny unauthorized reproduction devices from reproducing the content when 
the unauthorized devices are included in the common list (Jonker. Page 4, Sec 67-71^ 
and 

b) allow authorized reproduction devices to reproduce the content when the 
authorized reproduction devices are not included in the common list (Jonker. Page 4, 
Sec 67-71 1 

As to claim 18, the modified Qui/Candelore/Jonker reference discloses a 
revocation information managing apparatus for use with a plurality of transceiver 
devices, connected to a network for transmitting and receiving contents (Qiu: 110, 120, 
130, 140 - Fig 1 ; Page 2, Sec 29-31 ; Hubs 1-4 receive information from other hubs and 
transmits data to own users; hubs include CA and CRLs) between a plurality of 
reproduction devices for reproducing the received contents (Qiu: 112-114, 123-125, 
134-136, 145-147 - Fig 1 ; Page 2, Sec 29-31 ; end users who receive data) , the 
managing apparatus including : 

a first digital interface for outputting a compressed/expanded digital signal from 
the transceiver devices to the reproduction devices (Candelore: Col 6 , Line 42- Col 7, 
LinelO; CRL transported in an MPEG PSI data structure); 
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a second digital interface for receiving authentication information from the 
reproduction devices (Candelore: Col 6 , Line 42- Col 7, LinelO; CRL transported in an 
MPEG PSI data structure): 

an output for uploading, to a revocation integrator device , revocation information 
of an authentication failure of the reproduction devices ( Qui: Page 1-2, Sec 9 and Page 
4, Sec 52; master CRL maintained by the trust bridge)j_and 

a receiver for receiving an integrated revocation list from the revocation 
integrator device, the integrated revocation list representing a common list of revocation 
information for each of the reproduction devices (Qui: Page 1-2, Sec 9 and Page 4, Sec 
52; master CRL maintained by the trust bridge), 

wherein the integrated revocation list is transmitted from the revocation 
integrator device to the transceiver devices using a data structure of a section of an 
MPEG transport stream {Candelore: Col 6 , Line 42- Col 7, LinelO; CRL transported in 
an MPEG PSI data structure), and 

wherein each transceiver device utilizes, in the common list, other revocation 
information from other transceiver devices that previously uploaded revocation 
information to the revocation integrator device ( Jonker: Page 4, Sec 67-71 ) to: 

a) deny unauthorized reproduction devices from reproducing the content when 
the unauthorized devices are included in the common list ( Jonker: Page 4, Sec 67-71^ 
and 
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b) allow authorized reproduction devices to reproduce the content when the 
authorized reproduction devices are not included in the common list ( Jonker. Page 4, 
Sec 67-71 1 

As to claim 19, the modified Qui/Candelore/Jonker reference further discloses 
wherein: 

one of the transceiver devices, as a first transceiver device includes a first digital 
interface for outputting a compressed/expanded digital signal to a respective one of the 
reproduction devices , as a first reproduction device and a second digital interface for 
executing the mutual authentication between the first transceiver device and the first 
reproduction device (Candelore: Col 6 , Line 42- Col 7, Linel 0; CRL transported in an 
MPEG PSI data structure), the method further comprising: 

receiving the stream by the first transceiver device {Candelore: Col 6 , Line 42- 
Col 7, Linel 0; CRL transported in an MPEG PSI data structure),; and 

selectively outputting, via the first digital interface of the first transceiver device, 
the compressed/expanded digital signal to the first reproduction device responsive to 
the integrated revocation list received in the stream (Candelore: Col 6 , Line 42- Col 7, 
Linel 0; CRL transported in an MPEG PSI data structure). 

7. Claims 4 and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over U.S. Patent Application Publication No. 2002/0007346 to Qiu etal. in view of 
US. Patent No. 7,225,164 to Candelore etal. and in view of U.S. Patent Application 
Publication No. 2006/0020784 to Jonker etal. further in view of U.S. Patent 
Application Publication No. 2004/0054892 by Ji et al. 
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As to claims 4 and 12, the modified Qui/Candelore/Jonker reference discloses 
all recited elements of claims 1 and 9 from which claims 4 and 12 depend. The 
modified reference further discloses wherein the stream is an MPEG transport stream 
(Candelore: Col 6 , Line 42- Col 7, LinelO; CRL transported in an MPEG PSI data 
structure), 

The modified reference does not expressly disclose the integrated revocation list 
is transmitted by using a data structure of a PES packet of the MPEG transport stream. 

Ji discloses the integrated revocation list is transmitted by using a data structure 
of a PES packet of the MPEG transport stream (Ji: Page 2, Sec 27, 35). 

The modified reference and J/ are analogous art because they are from the 
common area of data transmission and protection. 

At the time of invention, it would have been obvious to a person of ordinary skill 
in the art to transmit control information in a PES packet of the MPEG transport stream. 
The rationale would have been to link the control data to the playback information (Ji: 
Page 2, Sec 34). 

8. Claims 6 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over U.S. Patent Application Publication No. 2002/0007346 to Qiu etal. in view of 
US. Patent No. 7,225,164 to Candelore etal. and in view of U.S. Patent Application 
Publication No. 2006/0020784 to Jonkeretal. further in view of U.S. Patent No. 
5,692,124 by Holden et al. 
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As to claims 6 and 14, the modified Qui/Candelore/Jonker reference discloses 
all recited elements of claims 1 and 9 from which claims 6 and 14 depend. 

The modified reference does not expressly disclose wherein the integrated 
revocation list is transmitted by using an IP packet. 

Holden discloses wherein the integrated revocation list is transmitted by using an 
IP packet {Holden: Col 18, Lines 30-38). 

The modified reference and Holden are analogous art because they are from the 
common area of data transmission and protection. 

At the time of invention, it would have been obvious to a person of ordinary skill 
in the art to transmit revocation data in an IP packet. The rationale would have been to 
allow for transfer over a TCP/IP network. 

9. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over U.S. 
Patent Application Publication No. 2002/0007346 to Qiu etal. in view of US. Patent 
No. 7,225,164 to Candelore etal. and in view of U.S. Patent Application 
Publication No. 2006/0020784 to Jonkeretal. further in view of U.S. Patent 
Application Publication No. 2004/0054892 by Jietal. further in view of U.S. Patent 
No. 5,692,124 by Holden et al. 

As to claim 20, the modified Qui/Candelore/Jonker/Ji reference discloses a 
revocation information transmission method used in a system including a plurality of 
transceiver devices for transmitting and receiving contents through a network (Qiu: 1 1 0, 
1 20, 1 30, 1 40 - Fig 1 ; Page 2, Sec 29-31 ; Hubs 1 -4 receive information from other hubs 
and transmits data to own users; hubs include CA and CRLs), and a plurality of 
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reproduction devices for reproducing the received contents (Qiu: 112-114, 123-125, 
134-136, 145-147 - Fig 1 ; Page 2, Sec 29-31 ; end users who receive data), the method 
comprising the steps of: 

executing, by the transceiver devices , authentication of the reproduction devices, 
respectively, where each of the transceiver devices reads authentication information of 
a respective one of the reproduction devices (Qui: Page 4-5, Sec 54-55; individual CA's 
authenticate individual end users); 

individually uploading, from each of the transceiver devices through the 
network to a revocation integrator device , revocation information indicating an 
authentication failure of a respective one of the individual reproduction devices {Qui: 
Page 1-2, Sec 9 and Page 4, Sec 52; master CRL maintained by the trust bridge) ; 

integrating, by the revocation integrator device , the revocation information 
uploaded from each of the transceiver devices, as an integrated revocation list 
representing a common list of revocation information for each of the reproduction 
devices (Qui: Page 1 -2, Sec 9 and Page 4, Sec 52; master CRL maintained by the trust 
bridge); 

packetizing the integrated revocation list and multiplexing the packetized 
revocation list into a stream (Candelore: Col 6 , Line 42- Col 7, LinelO; CRL transported 
in an MPEG PSI data structure); and 

transmitting the stream to the transceiver devices on the network (Candelore: Col 
6 , Line 42- Col 7, LinelO; CRL transported in an MPEG PSI data structure); 
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wherein the stream is an MPEG transport stream (Candelore: Col 6 , Line 42- 
Col 7, LinelO; CRL transported in an MPEG PSI data structure), and the integrated 
revocation list is 

1 ) transmitted by using a data structure of a section of the MPEG transport 
stream {Candelore: Col 6 , Line 42- Col 7, LinelO; CRL transported in an MPEG PSI 
data structure), 

2) transmitted by using a payload of transport packet of the MPEG transport 
stream (Ji: Page 2, Sec 27, 35), 

wherein each transceiver device utilizes, in the common list, other revocation 
information from other transceiver devices that previously uploaded revocation 
information to the revocation integrator device (Jonker. Page 4, Sec 67-71 ) to: 

a) deny unauthorized reproduction devices from reproducing the content when 
the unauthorized devices are included in the common list (Jonker. Page 4, Sec 67-71 ;\ 
, and 

b) allow authorized reproduction devices to reproduce the content when the 
authorized reproduction devices are not included in the common list (Jonker. Page 4, 
Sec 67-71). 

The modified reference does not expressly disclose wherein the integrated 
revocation list is transmitted by using an IP packet. 

Holden discloses wherein the integrated revocation list is transmitted by using an 
IP packet (Holden: Col 18, Lines 30-38). 
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The modified reference and Holden are analogous art because they are from the 
common area of data transmission and protection. 

At the time of invention, it would have been obvious to a person of ordinary skill 
in the art to transmit revocation data in an IP packet. The rationale would have been to 
allow for transfer over a TCP/IP network. 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael S. McNally whose telephone number is 
(571)270-1599. The examiner can normally be reached on Monday through Friday 9:00 
- 5:00 EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on (571)272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571 - 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-91 99 (IN USA OR CANADA) or 571 -272-1 000. 



/Michael S McNally/ 
Examiner, Art Unit 2436 
18 April 2011 



